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SUBJECT: OPFICIAL-INPORMAL 

1. RE STATE 133614, MESSAGE WAS NOT CLEARED WITH US AND 

WE THINK IT A VERY BAD IDEA. AMBASSADOR TOON CONCURS WITH 
THIS VIEW. 

2. RE JACK SONTAG'S PARTICIPATION IN HELSINKI ASAT TALKS, 

PAUL WARNKE APPRECIATES HIS AVAILABILITY BUT BELIEVES WE 
SHOULD NOT ADD TO ACTUAL DELEGATION POR THIS PRELIMINARY 
SESSION SINCE WE ALREADY OUTNUMBER SOVIETS. HOWEVER, JACK 
IS MOST WELCOME TO MEET WITH U.S. PARTICIPANTS DURING COURSE 
OP TALKS SINCE HE WILL BE IN HELSINKI ANYWAY. PLEASE TELL 
JACK THAT GARY MATTHEWS LOOKS PORWARD TO SEEING HIM. GARY 
WILL USE OCCASION TO PILL HIM IN ON CURRENT STATE OP PLAY 

RE ONGOING CIVIL DEPENSE PRM AND OTHER RELATED ACTIVITIES 
HERE. AGENCIES CONCERNED VALUE EMBASSY’S ASSESSMENTS OF 
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SOVIET CIVIL DEPENSE AND ARE PREPARING UPDATED GUIDANCE POR 
YOUR USE. IN THAT REGARD, CAN YOU TELL US WHEN EMBASSY'S 
SEMI-ANNUAL REPORT WILL PROBABLY BE READY? 

3. RE MOSCOW 11865, PARA 2, WE HAVE HAD CARTER IN MIND 
POR, AND BELIEVE WE MENTIONED POSSIBILITY TO HIM, SENIOR 
CONSULAR SLOT IN KIEV. ADVANTAGE TO US WOULD BE HAVING 
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MOSCOW VETERAN; ADVANTAGE TO HIM WOULD BE OPPORTUNITY TO 
BROADEN HIS EXPERIENCE. COMMENTS, PLEASE. 

4. BEGINNING MAY 30 WITH MY DEPARTURE, AND UNTIL BIL 
SHINN COMES ON BOARD ON OR ABOUT JUNE 20, SHERROD WILL BE 
ACTING DIRECTOR AND OFEICIAL INEORMALS SHOULD BE SLUGGED 
TO AND FROM HIM AND YOU. THE SYSTEM HERE HAS BEEN PRIMED 
FOR THIS CHANGE. 

5. AT MEETING OF US WORLD OCEANS COMMITTEE THIS MORNING 
CONSENSUS EMERGED IN FAVOR OF INTERIM EXTENSION TO CARRY 
AGREEMENT FORWARD, WHILE DEFERRING JCM AND FINAL RENEWAL 
DECISION UNTIL AFTER CONCLUSION OF NY LOS SESSION IN 
AUGUST/SEPTEMBER. WE WILL DO CABLE, INCLUDING BRIEF 
RESPONSE FROM FRANK TO SIDORENKO AND CLEAR WITH WEST WING 
ASAP NEXT WEEK. 

6. RE EXHIBIT GUIDE MASCHIOCCHI, ICA, TELLS US THEY WILL 
HAVE CABLE FOR US TO CLEAR ON TUESDAY. WE HAVE DISCUSSED 
MATTER WITH AMBASSADOR WHO SAID MASCHIOCCHI SHOULD BE SURE 
TO ALWAYS BE IN COMPANY OF OTHER GUIDES. 

7. ON VISA FOR BAKER, WE HAD EARLIER BEEN TOLD THAT PAST 
ESCORT OFFICERS HAD RECEIVED DIPLOMATIC VISAS. DOUBLE- 
CHECK, HOWEVER, REVEALS THAT THIS IS NOT IN FACT THE CASE 
AND MOST RECENT ESCORTS HAVE HAD THE SAME VISAS AS THE 
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ESCORTED GROUP. IN THIS CIRCUMSTANCE WE ARE PREPARED TO 
ACCEPT LESS THAN DIPLOMATIC VISA AND, IF BAKER HIMSELF IS 
WILLING, WILL TRY TO SEE THAT HE CATCHES UP AS SOON AS 
POSSIBLE. 

8. RE YOUR 1 1859, YOUR VIEWS ARE FULLY SHARED HERE AND WE 
EXPECT THEY WILL BE ACTED ON AT THIS END SATURDAY. OUR 
CABLE INSTRUCTING YOU TO MAKE DEMARCHE HAS BEEN HELD UP 
PENDING STUDY OF MATTER URGENTLY UNDERWAY. AT THIS POINT, 
YOUR LAST PARAGRAPH APPEARS TO BE A DOUBTFUL COMPONENT OF 
THE DEMARCHE. 

9. RE SUGGESTION IN SY CABLE ABOUT CHAR FORCE AND OTHER 
LOCALS, YOU SHOULD TAKE IT ONLY AS SUGGESTION AND WEIGH IT 
AGAINST NEED TO AVOID PUBLICITY. 

10. ANDREI ANDREYEVICH ARRIVED THIS EVENING. TALKS DOWN 
THE STREET EARLY TOMORROW MORNING, THEN LUNCH AND TALKS 
HERE LATER IN THE DAY. 

1 1 . FURTHER TO EXHIBIT GUIDE MATTER IN PARA 6 ABOVE, 

OUR VIEW, SHARED BY AMBASSADOR IS THAT LUPAN SHOULD BE 
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TOLD IN NO UNCERTAIN TERMS TO TRAVEL AS YOU HAVE 
RECOMMENDED. VANCE 


CONFIDENTIAL 


NNN 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Message Attributes 


Automatic Decaptioning: Z 

Capture Date: 01 jan 1994 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 27 may 1978 

Decaption Date: 20 Mar 2014 

Decaption Note: 25 YEAR REVIEW 

Disposition Action: RELEASED 

Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE1 35544 

Document Source: CORE 

Document Unique ID: 00 

Drafter: MGARRISON:EJQ/REH 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D780224-0095 

Format: TEL 
From: STATE 
Handling Restrictions: 

Image Path: 

ISecure: 1 

Legacy Key: linki 978/newtext/t1 978051 1/aaaaaiuw.tel 

Line Count: 118 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 936d3895-c288-dd1 1-92da-001cc4696bcc 

Office: ORIGIN EUR 

Original Classification: CONFIDENTIAL 

Original Handling Restrictions: ONLY 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 3 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: ONLY 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 1 6 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2537006 
Secure: OPEN 
Status: NATIVE 

Subject: OFFICIAL-INFORMAL - 
TAGS: OGEN 
To: MOSCOW 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/936d3895-c288-dd1 1 -92da-001 cc4696bcc 
Review Markings: 

Sheryl P. Walter 
Declassified/Released 
US Department of State 
EO Systematic Review 
20 Mar 2014 

Markings: Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Sheryl P. Walter Declassifled/Released US Department of State EO Systematic Review 20 Mar 2014 



